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Abstract: Research on computer network security and cloud 

computing technology application is the focus of this study. In 

the practice of computer network security protection, the 

application of node encryption technology should be well 

carried out. In conclusion, in order to effectively safeguard the 

security of computer networks, the effective use of data 

encryption technology should be strengthened and applied to 

different network environments by selecting different data 

encryption technologies. In order to improve the security of 

the computing network storage, it is necessary to take effective 

technical confidentiality measures and this paper gives the 

novel suggestions that will help to improve the overall 

performance. 
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I. INTRODUCTION AND BACKGROUND 

Due to its advantages and characteristics, computer 

technology is widely used in various industries and brings 

great convenience to people's life, work and study. Among 

them, network risks threaten the security of computer systems. 

Generally speaking, the characteristics of big data are reflected 

in the large data content, more types of the data, and relatively 

fast data processing speed. In addition, big data has a strong 

particularity, so we need to carry out network integration when 

using big data. In the context of the cloud computing era, 

massive amounts of information can be transmitted over the 

Internet in the first place, bringing workers the data they need 

on time, but the confidentiality of the information is also 

greatly endangered by existing problems within it. Hence, we 

has listed focuses: 

(1) In the process of data transmission, it will follow the 

inherent program logic to perform calculations, and it can also 

have a good control effect on each data processing link. 

(2) Unlike computer hardware, software system risks 

have uncontrollable characteristics, and different software 

systems hide many types of risks and vulnerabilities during 

operation. In the process of daily use of the computers, in 

order to meet the diversified needs of the users, software 

systems are regularly upgraded and updated. 

(3) Through the application of cloud computing 

processing technology, all-round control of data can be 

realized, and the problem of lack of security in the process of 

data transmission can also be solved well. 

 

Figure 1. The Computer Network Security Model [12] 

In the figure 1, the Computer Network Security Model 

from the URL [12] is presented. Based on this, in order to 

effectively safeguard computer network security, the majority 

of researchers have researched and proposed a series of data 

encryption techniques for various types of the computer 

network security problems of the data encryption technology. 

In the next sections, the details are presented consideing the 

background. 

II. THE COMPUTER NETWORK SECURITY AND 

CLOUD COMPUTING TECHNOLOGY APPLICATION 

Some computer viruses can even cause great damage to 

computer networks. For example, today's Internet is full of a 

large number of the Trojan horse viruses, which often attach to 

various low-security websites or advertisement pop-up 

windows. Windows will cause the computer to be infected 

with a Trojan horse virus that has the following issues. 

(1) Computers level of technology has improved, the 

original weaknesses will be fixed, and old old weaknesses are 

fixed, new weaknesses will emerge along with them, and it is 

impossible to It is impossible to avoid the problem completely. 

Software is always under development, and its weaknesses can 

only be fixed and repaired. weaknesses can only be repaired 

and reappear, and the only way to completely solve this 

problem is to delete the software. The only way to completely 

solve this problem is to delete the software. 

(2) With the increasing development of blockchain 

technology, the means of hacking have also increased, which 

has brought a huge impact on technology development, data 

security, and storage security. 

(3) After the computer system is attacked illegally, it will 

not only cause the leakage of user data information, but also 

make people's life and property face incalculable loss. 

In order to improve the security of the computing 

network storage, it is necessary to take effective technical 

confidentiality measures, to give full play to the advantages of 

cloud computing technology, take traditional technical models 

as the basis, take effective improvement measures for the 

problems existing in storage security, and propose effective 

measures with the technical solution. When the computer and 

network technology is developed and perfected, the user's 

calculation function for data transmission is also enhanced, 

and on the basis of speeding up the information transfer, the 

information data sharing technology is realized and optimized, 

which can ensure the security of the computer system and at 

the same time increase the high confidentiality capability 

between the user's data and the information system. As the 

sample, in the figure 2, the Hash Tree Model from Internet is 
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presented. 

 

Figure 2. The Hash Tree Model from Internet 

The encryption methods complement each other, and the 

two technologies can be then integrated to improve the 

efficiency and quality of data transmission and ensure the 

security of data transmission. Under the cloud computing 

system, there are still relatively serious security vulnerabilities 

in the application process of computer data, especially in the 

process of the data transmission of some large-capacity data at 

the same network node, which may lead to problems such as 

data redundancy, which directly affects data security. 

Hence, we have the following suggestions. 

(1) Analyze and judge the motivation for collecting 

personal data in the process of use, and combine the memory, 

processor and related program instructions in the smart 

terminal device to determine the degree of impact on personal 

data security as a risk factor and assign a value, and at the 

same time Use the constructed safety index calculation model 

to calculate. 

(2) In the process of computer operation and use, users 

need to strictly follow the safety management system, and use 

the system as a reference to improve the standardization of the 

operation process. 

(3) We should pay more attention to the application of 

key encryption technology. Key encryption is an encryption 

service provided to ensure the security of network 

transmission in an open environment. 

(4) Some anti-virus software will infect the computer 

with viruses during the working process, thus causing varying 

degrees of damage to the entire computer system. Therefore, 

when encrypting data, it is necessary to scientifically check 

relatively confidential data files to see if they are infected with 

anti-virus software viruses. If so, take effective measures 

immediately to eliminate the virus. 

CONCLUSION 

Research on computer network security and cloud 

computing technology application is the focus of this study. In 

the application process of computer network technology, there 

are still frequent network security problems such as system 

loopholes. System vulnerabilities may cause buffer overflow 

problems in the computer, resulting in system commands 

being affected to a certain extent. Hence, in the paper, the 

novel suggestions are provided for the task of improving the 

security, and in the future, the further discussions on the 

robustness will be verified. 
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